Mage nofpund or type unknown

B cepenmHe Hawero cToneTus NossBUJINCh ClieunasibHble YCTPOUCTBa —
KOMIbIOTEPbl, OPUEHTUPOBAHHbIE HA XpaHeHue U npeobpasoBaHune nHopmaunn
M Npou3oLlsia KOMNbIOTEPHAass PeBOJIOLUMA.

CeroaHsa MaccoBoe npuMeHeHNne NepcoHasibHbIX KOMIbLIOTEPOB, K COXKaJIeHHUIo,
OKa3aJIoCb CBAA3aHHbLIM C NOSIBJIEHUEM CaMOBOCIPON3BOASLLUXCA NMPOrpaMmMm-
BHUPYCOB, NpPenATCTBYIOLWMNX HOPMaJZIbHON paboTe KoMnbioTepa, pa3pyLualoLnx
¢ans1oByI0 CTPYKTYPY BACKOB M HAHOCALLUMX yLuepb xpaHMMON B KOMNblOoTEpe
HHopMmauun.

HecMOTps Ha NpUHATbBIE BO MHOMMX CTPpaHax 3aKoHbl 0 bopbbe ¢ KOMNbIOTEepPHbIMMU
npecTynjieHnaMu n pa3paboTKy cneumnasibHbIX MPOrpPaMMHbIX CPEefCTB 3aLUMNThbl
OT BUPYCOB, KOJIN4E€CTBO HOBbIX MPOrpaMMHbIX BUPYCOB NOCTOAHHO pacTeT. 3To
TpebyeT OoT Nosb30oBaTesnis NepCcoHabHOIro KOMNbIOTEPAa 3HaHUH O nNpupoae
BUPYCOB, cnocobax 3apa>keHuss BUpyCaMy U 3aLLUNTbI OT HUX.

C nporpeccoM MHPOPMaALMOHHbIX TEXHOJIOMMUA MOSABAAIOTCA BCE HOBblE U HOBbIE
npobnembl B N1aHe 3aLlMTbl KOMMNbIOTEPHbIX cncTeM. OQHON U3 Takux npobnem
ABNAIOTCA BUPYCbl. OHU ABAAIOTCA BONE3HbIO, KOTOPYIO O4EHb JIErKO NOAXBATUTb, HO He
TaK-TO JIErKO YHUYTOXUTb. BUpPYCbl NOPTAT XXU3Hb KOMMNbIOTEPA N HaLly XXWU3Hb, CTUpas
CaMble HY>XXHble halibl; OTCbIIAOT JINYHbIE OaHHble NoJsib3oBaTens B MHTepHeT b6e3
ybero-mbo BeaoMa; nepeBopavmnBaloT BCE coaepxumoe MK ¢ HOr Ha ronoBy;
MaCKMPYIOTCA NO4 APYrMMU NporpaMMamMun; co34atoT HOBble halsibl; XO39NHUYAOT BO
BCex cuctemMax. KoHe4yHo, Nosib3oBaTeslb HE MOXKET 3aWnTnTb ceba oT BUPYCOB
MOJIHOCTbLI, HO OH MOXXET BbIMOJIHATL HEKOTOPbIe Npasusa besonacHocTn gna ceoero MK
M Torga BCé byameT xopoLlo.

KoMnbioTepHbIH BUPYC - 3TO CaMO pacnpoCTPaHALWNIACA B UHHOPMaLMOHHON cpeae
NporpamMMHbI Kof. OH MOXKET BHEAPATHLCA B UCMOJIHAEMbIE N KOMaHAHble dalinbl
nporpamMmMm, pacnpoCTPaHATbLCSA Yepe3 3arpy304HbIE CEKTOPbI ANCKET U XKECTKUX ANCKOB,
[OKYMEHTbI O(PUCHBIX NPUIOXKEHWUI, Yepe3 3NEKTPOHHY no4dTy, Web-canTbl, No apyrmum
3/IEKTPOHHbIM KaHaslaM. MPOHNKHYB B KOMMbIOTEPHYIO CUCTEMY, BUPYC MOXKET
orpaHnynTbCcs 6e306MOHBbIMU BU3YyaibHbIMU WU 3BYKOBLIMU 3D(PEKTAMN, HO MOXKET U
Bbl3BaTb MOTEPK UM UCKaXKEHME AaHHbIX, YTEeYKY JIMYHON N KOH(UAEHLNANBHOR
NHpopMaumn. B xyaLiem ciyvyae KOMMbIOTEPHAA CUCTEMA, NMOPaXKEHHAs BMPYCOM,
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OKaXXeTCA nona noJsiHbiIM KOHTpPOJ1eM 3J10yMblILLWIEHHWKA.

Ha cerogHAWHNN AeHb N3BECTHbI AECATKN ThICAY pa3/InyHbIX BUPYCOB. HecMoTpsa Ha
Takoe nsobuaune, YNCNo TUMNOB BUPYCOB, OTIMYHAIOLWNXCSA APYr OT Apyra MexXaHN3MoM
pPacnpoCTpPaHEeHUs N MPUHLKMNOM OeNCTBUSA, BECbMa OrpaHNYeHHo. ECTb U
KOMOWHNPOBAHHbIE BUPYCbl, KOTOPbIE MOXKHO OTHECTUN OAHOBPEMEHHO K HECKOJIbKMM
TunaM. Bupycbl NnpencTaBaeHbl B XPOHOJIOrMYECKOM NOPSAKE MOsSBJIEHUS.

Mpu3Hakm NosB€eHNs BUPYCOB:

Mpwn 3aparkeHnn KoMMnbloTepa BUPYCOM Ba)KHO ero obHapyXuTb. N5 3Toro cnegyet
3HaTb 06 OCHOBHbIX MpPU3HaKax NPosBJEHUS BUPYCOB. K HUM MOXHO OTHECTU
cnenywoume:

1. MNpekpaweHne paboTbl nan HeripaBuibHasa pabota paHee ycreLiHo
QQYHKLUMNOHNPOBABLLUMNX MNPorpamMmm;

2. MegneHHas paboTa KoOMrnbOTEPA;
3. HEBO3MOXXHOCTb 3arpy3kKu onepaunoHHOW CUCTEMbI;
4. cHe3HoBeHne harizioB N KaTasloroB UJIN NCKaXXEeHNE UX COAEPKNUMOro;
5. U3meHeHne aaTbl  BpeMeHU MoanpuKaumn ¢ansios;
6. I3ameHeHne pa3mepos ¢aniioB;
7. HeoxxungaHHoe 3Ha4YnTeIbHOE YBEJINYEHNE KOJIMYECTBa anioB Ha ANCKE;
8. CylLuecTBEHHOE YMEHbLIEHNE pa3Mmepa cBoboaHOV oriepaTUBHOW MNaMsaTy;
9. BbiBOA Ha 3KpaHe rnpegyCcMoTPEHHbIX COObLLEHNV NN N306paXxeHn;
10. lNMopgaya HerpegyCMOTPEHHbLIX 3BYKOBbIX CUIrHaJ10B;
11. YacTtble 3aBucaHunsa n cboun B pabote KOMrbOTEPA.
1. ®annoBbie BUPYChI.

BHenpsasacek B Teno annos nporpamm .COM v .EXE, bannnoBble BUPYCbl U3MEHAIT NX
TakuMm obpa3oM, 4TO NpU 3anycke yrnpassieHNe nepefaeTcs He 3apa)KeHHOoM rnporpaMme,



a BMpycCy. Bupyc MmoxxeT 3anmcaTb CBOW KO B KOHEL,, Ha4yas0o Uan cepeaunHy danna.
MNony4mB ynpaBseHNe, BUPYC MOXKET 3apasuTb ApPYyrne nporpaMmmbl, BHEAPUTLCS B
onepaTUBHYIO MaMATb KOMMNblOTEpPa U T. 4. [lanee BMpyC nepepaeT ynpaBieHne
3apa’keHHol nporpamMMe, 1 Ta UCMoNHSeTCa 06bl4HbIM 06pa3om.

NMoMmumo .COM un .EXE hannoBble BUPYCbl MOIYT 3apa)kaTb MporpamMmHblie hansibl opyrux
TnNos - osepsien MS-DOS (.OVL, .OVI, .OVR v gpyruve), opansepsbl .SYS, bubnmotekun .DLL,
a Takxe nobble harnbl C NPOrpamMmMHbIM KOAOM. 3BeCTHbI hanoBble BUPYChl AN
pa3nn4dHelx OC - MS-DOS, Microsoft Windows, Linux, IBM OS/2 n T. 4.

1. 3arpy3o4Hbie BUpPYCHI.

3arpy304Hble BUPYCbl NOJIyYaloT yrnpaBJ/ieHMe Ha 3Tane nHuumnanmsaunm KomnoloTepa,
euwte 00 Hadana 3arpysku OC. MNMpu 3apakeHnn OUCKEeTbl NN XXEeCTKOro gmcka
3arpy304Hbl BUPYC 3aMeHSAET 3arpy304HYyto 3annucb BR UM rnaBHYO 3arpy304Hyto
3anncb MBR. NcxoaHble 3anncu BR nnn MBR npu 3ToM 06bIYHO He nponagatoT (XoTs
OblBaeT M MHa4e): BUPYC KOMUPYET UX B OANH N3 CBODOAHbIX CEKTOPOB OUCKA.

Mpn Ha4YanbHOW 3arpys3ke KomnbloTepa BIOS c4nTbIBAET 3arpy304HY0 3anncb C UCKa
W OUCKETbI, B pe3yJibTaTe Yero BUpycC noJsiydaeT ynpasrieHue ewle no 3arpyskum OC.
3aTeM oH KonunpyeT cebsa B KOHel, onepaTUBHON NaMATU N NepexBaTbiBaeT HECKOJIbKO
dpyHKUMN BIOS. B KOHLEe npouenypbl 3apa>keHnsa BUPYC 3arpy>kaeT B NaMATb
KOMMbIOTepa HaAaCTOAWMNIM 3arpy304HbI CEKTOP N NepenaeT eMy ynpasseHue. lanee Bce
NPouCxXoanT, Kak 06bIYHO, HO BUPYC Y>XK€ HaxoAuTCA B NaMATU U MOXKET KOHTPOJINPOBaTb
paboTy BCex NnporpamMmm 1 gpansepos.

-KoMbuHUpoBaHHbIE BUPYCHI.

O4eHb 4acTo BCTpevaTCcsa KOMOMHUPOBaHHbIE BUPYChl, 06beAnHSAOLME CBONCTBA
(hannoBbIX M 3arpy304HblX. B KayecTBe npnmepa MOXXHO NMPMBECTU LLNPOKO
pacnpocTpaHeHHbIN Korga-To pannoBo-3arpy3o4Hbint Bupyc OneHalf. NpoHnkasa B
koMmnbloTep ¢ OC MS-DOS, 3TOoT BMPYC 3aparkaeT r1aBHy 3arpy3o4yHyto 3annck. Bo
BpeMs 3arpy3ku BUPYC NOCTENEHHO WN(PYeET CEKTOPbI XXECTKOro AnCKa, Ha4nHas ¢
CaMbIX NocnegHux cekTopoB. Bupyc OneHalf ncnonb3yeT pa3sinyHble MEXaHU3MbI
MacknpoBkKU. OH npeacTaBngeT cobon CcTenc-eupyc U Npu pacrnpocTpaHeHUn NpuMmeHsaeT
nosIMMOpPMHbIE aNrOPUTMBbI.

-BUpycbi-cnyTHUKH.



Kak n3sectHo, B MS-DOS vn B Microsoft Windows pa3ninyHbIX BEPCUN CYLLLECTBYET TpWU
Tnna anaoB, KOTOPble NOJIb30BaTe /b MOXET 3anyCTUTb Ha BbIMNOJIHEHME. 3TO
KOMaHAHbIe WK nakeTHble hannibl .BAT, a Takxe ucnosiHsgemsle pannbl .COM n .EXE.
Korna BUpyc-CrnyTHUK 3apa>kaeT pann .EXE vwnun .BAT, oH co3aeT B 3TOM Xe KaTasore
elle oanH pana C TaKUM Xe UMEHEM, HO C pacwmnpeHnem .COM. Bupyc 3anucbiBaeT cebs
B 3TOT COM-¢harisi, KOTOpbIN 3anyckaeTcsa o EXE-¢avinia. MNpwn 3anycke nporpamMmbl
nepBbIM NOJIYYUT yrnpaBsieHne BUPYC-CMYTHUK, KOTOPbIN 3aTEM MOXKET 3anyCTUTb Ty Xe
rnporpamMmmy, HO y>Xe nog CBOUM KOHTpPOJIEM.

1. Bupycbl B naKeTHbIx pannax.

CyLiecTByeT HEeCKOJIbKO BUPYCOB, CMOCOBHbIX 3apa)kaTb NakeTHble hannbl .BAT. OHU
3anuncbiBalOT CBOMN OBOUNYHbLIA KO B TEI0 MakeTHOro anna nocse onepatopa
KoMMeHTapusa REM. MNpu 3anycke Takon NakeTHbIN hann KonupyeT BUPYCHLIN KOL B
06bIYHbIN UCnoNHAEeMbIN hann. 3aTeM an C BUPYCHOM NPOrpaMMon 3anyCckaeTcs U
yhanseTcs. [lonyy4ms ynpasseHue, NCNOoJIHAEMbIA (hal BUPYCa BbIMOSIHAET
BPEeLOHOCHbIE AENCTBUSA U 3aparkaeT aApyrme nakeTHble dansbl.

-LUngpyrowmecs n nonnMopcHbie BUPYChbI.

HekoTopble BUPYChl WNGPYOT COBCTBEHHbIN KO, 4TOObI 3aTPpYAHUTbL X 0BHapyXeHue.
Ka)kabln pa3, 3apakasi HOBYIO NporpaMmmy, BUPYC UCNob3yeT AN WN(poBaHUSA HOBbIN
KJt04. B pe3ynbTaTe ABa 3K3eMMisipa TakKoro BMpyca MOryT 3Ha4YNTENIbHO OT/INY4aTbCA
ApYyr OoT gpyra, fa)ke UMeTb Pa3Hylo OJINHY.

Ana wnppoBaHNs MPUMEHSIIOTCA HE TOJIbKO pPa3Hble K/I0YKW, HO 1 pa3Hble NpoLeaypbl
lWwndgpoBaHus. [1Ba s3K3emnasipa Takoro BMpyca He UMET HX OA4HOWN coBnaatoLLemn
nocsiefoBaTeNIbHOCTU KoAa. Bupychkl, cnocobHble MoSIHOCTbIO N3MEHATHL CBOW KOJ,
NoJlyYnUSIN Ha3BaHMe NoJIMMOPMHbIX.

-CTesic-BUPYChI.
-MakpoKkoMaHOHbIe BUPYChI.

®annsl gokyMmeHToB Microsoft Office moryT cogep>xaTb B cebe HebonbLUME NPOrpaMMbl
aona obpaboTKM 3TUX AOKYMEHTOB, COCTaBJIeHHble Ha A3blke Visual Basic for Applications.
ITO oTHOCMTCA U K Ba3aM faHHbIX ACcess, a Takxe K (haniam rnpeseHTauun Power Point.
Takne nporpamMmbl CO30aK0OTCHA C UCMNOJIb30BAHMEM MAaKPOKOMaH[, Mo3TOMY BUPYCh,
XUByLLME B OPUCHBLIX AOKYMEHTaX, Ha3blBalOTCA MakKpOKOMaHAHbIMU. MakpoKOMaHAHbIEe
BUPYCbl PacrpoCTPaHATCS BMeCcTe C pansiaMm OKYMeHTOoB. YTobbl 3apa3nTb



KOMMbIOTEP TaKMM BUPYCOM, AOCTAaTOYHO MPOCTO OTKPbITb halisl JOKYMEHTa B
COOTBETCTBYIOLLEM MPUIOXKEHNN.

MaKpoKOMaHHble BUPYCbl O4E€Hb PacrnpoCTpPaHeHbl, YeMy B HEMaJION CTeneHu
cnocobcTByeT nonynapHocTb Microsoft Office. OHM MOryT N3MEHATb 3apa’keHHbIe
OOKYMEHTbI, OCTaBasACb He3aMe4yeHHbIMU A0JIr0e BpeMs.

1. BpeAOHOCHbIe nporpaMMbl opPYrux TUNoBs.

Kpome BMpYyCOB NMPUHATO BbIAENSATHL €Lle, Mo KpallHen Mepe, Tpy BUAa BPeAOHOCHbIX
nporpamMmMm. 3TO TPOSIHCKME MPOrpaMmMsbl, orndyeckme 6ombbl 1 NporpamMmMbi-4epBu.
YeTKoro pasgeneHns Mexxny HAMM He CyLLLeCTBYET: TPOSHCKME NMPOorpaMmbl MOryT
coaep>XaTb BUPYChl, B BUPYCbl MOrYT ObITb BCTPOEHbI Jlornyeckmne 6omMbbl, 1 T. 4.

-TpossHCKuMe nporpaMMmabl.

Mo OCHOBHOMY Ha3Ha4Y€HUI0 TPOSIHCKME NPOrpaMMbl COBepLUEHHO 6e306uaHbI MNn gaxke
nonesHbl. Ho Koraa nNosb3oBaTeslb 3anNuLIET NMPOrpamMMy B CBOM KOMMbIOTEP U 3aNyCTUT
€€, OHa MO)XeT He3aMeTHO BbINOJIHATb BPeAOHOCHbIE PYHKL NN,

Yalle BCero TpOstHCKME NporpamMMbl UCAOb3YIOTCS A1 NepBOHAYasIbHOT O
pacnpocTpaHeHns BUPYCOB, AJ1S NOJyYeHUs yaaneHHOro AoCTyrna K KOMMbloTepy Yyepes
NHTEepHEeT, KpaXkn AAaHHbIX UIN UX YHUYTOXEHUS.

-Jlornyeckune 60Mb6bI.

Jlornyeckom 6omboin Ha3bIBaeTCA NporpaMMa UM ee oTaesbHble MOOY/IN, KOTOPbIE NpU
onpeneneHHbIX YyCJ0BUAX BbIMOJHAT BPeAOHOCHblE AeNncTBUs. Jlornyeckasa bomba
MOXKET, Hanpumep, cpaboTaTb MO AOCTMIXXEHUN ONpeneneHHon aaThbl WK Torga, Korga B
D0a3e gaHHbIX MOSBUTCHA AN UCHE3HET 3anncb, U T. 4. Takaa 6omba MoxxeT 6bITb
BCTPOEHa B BUPYCbl, TPOSHCKMNE MPOrpaMmbl U Aake B 00bl4YHbIe NPOrpaMMbil.

-fMporpaMMbI-4yepBH.

MporpaMMbi-4epBU HaLeNeHbl Ha BbINOJIHEHNE onpeaeneHHON (PyHKUMK, HanpuMmep, Ha
MPOHNKHOBEHME B CUCTEMY U MOONDUKAUUIO AaHHbIX. MOXHO, CKaxeM, co3aaTb
nporpamMmmy-4epBb, MOACMAaTPUBAKOLLYIO MAapob ANS AOCTyna K 6BaHKOBCKOM CUCTEME U
n3MeHsaLWYy ba3y gaHHbIX.

LLInpoko n3BecTHas nporpamMma-4epBb bbls1la HanNMcaHa CTygeHToM KopHeibCKoro
yHuBepcuteTa PobepTom Moppucom. Yepeb Moppuca 6bin 3anyuieH B UHTepHeT 2



HOA6pA 1988 r. n 3a 5 YacoB CMOr NPOHUKHYTb Bosiee 4yeM Ha 6000 KOMMNbLIOTEPOB.

HekoTopsble Bupycbl-4epBu (Hanpumep, Code Red) cywecTBytoT He BHYTpu (hannos, a B
BUAE MPOLLECCOB B MaMATU 3apPa>K€HHOro KOMMbOTEPA. ITO UCKOYaAET ux obHapyxeHune
AaHTUBUPYCAMUN, CKAaHNPYOWUMK hannbl N oCcTaBasoWMMN 6e3 BHUMaHNUSa onepaTMBHYIO
namaTb KOMMblOTEpPA.

1. Bupycbl B cucTeMax ooOKyMeHTooboporTa.

HOKyMeHTbI, XpaHawmecs B 6a3ax AaHHbIX TaKNX CMCTeM A0OKyMeHToobopoTa, Kak Lotus
Notes un Microsoft Exchange, To)xxe MoryT cogep»xaTb BUPYCbl, TO4YHEE, BPeOAOHOCHbIE
MaKpOKOoMaHabl. OHM MOryT aKTUBU3NPOBATLCS MPU BbINOJIHEHUN KaKUX-Nnbo AencTenn
Had OOKYMEHTOM (HanpuMep, Korga nojib3oBaTesib WeNKaeT KHOMKY MbIlbIO).
MOCKONIbKY TakKme BMPYCbl PacnosioXKeHbl He B haniax, a B 3anncax 6a3 gaHHbIX, 414
3alWNTbl OT HUX TpebylTCa cneynann3npoBaHHbIe aHTUBUPYCHbIE MPOrPaMMbl.

1. HoBble n 3K30THYECKHe BUPYCHI.

Mo Mepe pa3BUTNS KOMMbIOTEPHbLIX TEXHOIOMMA COBEPLUEHCTBYOTCA N KOMMNbIOTEPHbIE
BUPYChbI, Npucnocabnneasicb K HOBbIM Ans cebs cpepam obuTaHus. Tak, HOBbI BUPYC
W32/Perrun, coobLieHne o KOTOPOM eCcTb Ha canTe komnaHum Network Associates,
crnocobeH pacnpoCcTpaHATbCA... Yepe3 dannbl rpaduydecknx nsobpakeHmnm popmaTa
JPEG. Cpa3sy nocne 3anycka W32/Perrun nuweT anbl ¢ pacwmpeHmem .JPG un
OOMNCbIBAET K HUM CBOM KoA. Hafo cka3aTb, 4TO AaHHbLIA BUPYC He onaceH n TpebyeTt
0J19 CBOEro pacnpocTpaHeHns oTAe/IbHOW NMPOrpamMmMmbl.

Cpean opyrmnx «4OCTUXKEHUN» co3pdaTesien BpeLOHOCHbLIX NporpamMMm 3aciy>XmBaeTt
BHUMaHMA Bupyc Palm.Phage. OH 3apa>kaeT NpuaoXXeHns «HanafoHHbIX» KOMMbIOTEPOB
PalmPilot, nepe3anucbiBasa hanibl 3TUX NPUIOXKEHUA CBOUM KOLOM.

NosaBneHne Taknx Bupycos, Kak W32/Perrun n Palm.Phage, cBugetensLCTBYeT O TOM, 4TO
B /1060 MOMEHT MOXET POAUTbLCA KOMMbIOTEPHbI BUPYC, TPOAHCKAsA NporpaMmma uau
YyepBb HOBOIr0, HEVU3BECTHOro paHee Tuna, 1M6oO N3BECTHOro TUMNa, HO HaLeNeHHOro Ha
HOBOe KoMMbloTepHoe obopynoBaHMe. HoBble BUPYCbl MOMYT, UCMOJIb30BaTb
Hen3BeCTHble WM He CyLleCcTBOBaBLUME paHee KaHaslbl pacnpoCTPaHeHus, a Takxe
HOBble TeXHOJIOr N BHEAPEHUSA B KOMMbIOTEPHbLIE CUCTEMBI.

Takum obpa3oM, Mbl pacCMOTpPEesIn HECKOJIbKO BaAPUAHTOB KOMMNbIOTEPHbIX
BUPYCOB. BO3MO>XHO, Ha MOMEHT HalumcaHusa faHHOro 3cce B MUpe NMosBUJ1ach
eLé napa-TpouKa HOBbIX, eLé bosiee XUTPbIX U COBEPLUEHHbIX BUPYycoB. U ey é



Hen3BeCcTHO, Kak ¢ HUMH 6opoTbcsa. NMpobnemMa B TOM, YTO HOBble BUPYCbI
nosiBAAIOTCA Yaule, 4eM pa3pabaTbiBaloTcd aHTUBUPYCHbIE MPOrpPaMMmsl,
BNpoYeM, KakK MU JIeKapCTBa A[JiA YesioBeKa. Bupycbl o4eHb YMHbI, U UX HEJIb3A
HepgooueHuBaThb. Jly4ywie Bcero, Kak 6b1/10 ckazaHo paHee, He XAaTb o4yepenHou
BUPYCHOM aTaKM, a 3aLUMTUTb cebs OT BUPYCOB NOCpencTBOM crneLnasibHbIX
nporpamm.



